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Abstract 
Wireless Networks plays the most important role in the 

development of the information in between individual-to-

individual, business-to-business, and individual-to-

business. It changed completely the way of sharing of the 

information but still there are lot of challenges which are 

the hurdles in the wide adaptation of wireless network 

technology we have to understand the main problems that 

WI-FI network faces. In this paper we describe the 

wireless network challenges, protocols & technologies 

used in wi-fi security. 

Keywords: Wi-Fi, WLAN, Integrity. 

 

1. Introduction 

 
WI-FI stands for "Wireless Fidelity". Wi-Fi refers 

to wireless networking technology that allows 

computers and other devices to communicate over 

a wireless signal. Wi-Fi is a term for certain types 

of wireless local area network (WLAN) that use 

specifications in the 802.11 family. Wireless 

communications technologies have undergone 

rapid development. Small mobile devices within 

range of a wireless network can transfer data at any 

place and any time. This is bringing forth the 

important issue of information security, privacy, 

and authentication in an open space. Privacy 

involves ensuring that an eavesdropper cannot 

intercept the communication information of mobile 

users. Authentication involves ensuring that the 

services are not obtained fraudulently. It is very 

crucial that the identities of wireless users must be 

authenticated to prevent illegal use of resources. In 

addition, in order to protect the privacy of users, 

anonymity characteristic is the focus of 

consideration. The main issue in the security of 

wireless signal is its mode of transmission .wireless 

signals are transmitted through the electromagnetic 

waves; these waves cannot be contained physically. 

In wireless networks the signals are communicated 

via air, hence can be easily intercepted with the 

help of right transceiver equipment.  

 

 

 

2. Wi-Fi Network Challenges 

 
Main problems that Wi-Fi network faces are 

confidentiality, integrity and authentication: 

 

2.1 Confidentiality: Allow only the authorized 

person to read the encrypted messages or the 

information. 

  

2.2 Integrity: It is defined as the information not 

being opened by third person and it should reach in 

the same format as it was sent by the sending party. 

  

2.3 Authentication: The parties sending or 

receiving messages make sure that, who they say 

they are, and have right to undertake such actions. 

 

3. Attacks on Wi-Fi Networks 

 
Some attacks that network administrators of 

corporate Wi-Fi networks have to guard against. 

We broadly classify these attacks as passive and 

active. 

 

3.1 Eavesdropping: Eavesdropping is a passive 

attack. The attacker passively listens to the traffic 

on the wireless network and gleans useful 

information. The listener may use sophisticated 

code breaking techniques. Countermeasures 

include use of better encryption techniques as well 

as physical security measures such as use of radio-

opaque wallpaper. Passive attacks are difficult, if 

not impossible, to detect. 

 
3.2 Intrusion: Any attack that allows a user to 

gain unauthorized access to the network is called an 

Intrusion attack. Intrusion attacks are active attacks 

and several such attacks are possible. An attacker 

can compromise the corporate network by gaining 

physical access to its wired network and connecting 

a wireless AP to it. The AP creates a “hole” 

through which unauthorized clients can connect, 

bypassing the elaborate security measures that the 

IT department may have put in place. 
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3.3 Denial of Service (DoS): Denial of Service 

attacks are active attacks. A variety of DoS attacks 

are possible. Some DoS attacks exploit flaws in the 

IEEE 802.11 protocol. For example, a 

disassociation attack is where the attacker sends a 

series of fake disassociation or de-authentication 

messages, causing legitimate clients to disconnect 

from the AP. In a NAV attack, the attacker 

generates packets with large duration values in the 

frame header, thereby forcing legitimate clients to 

wait for long periods of time before accessing the 

network. In a DIFS attack, the attacker exploits 

certain timing related features in the IEEE 802.11 

protocol to aggressively steal bandwidth from 

legitimate users. 

 

4. Wi-Fi Network Protocols & 

Technologies with their Limitations  

4.1 The DAIR framework, which is short for 

Dense Array of Inexpensive Radios. The DAIR 

framework is useful for detecting rogue wireless 

devices (e.g., access points) attached to corporate 

networks, as well as for detecting Denial of Service 

attacks on Wi-Fi networks. A general limitation of 

the DAIR architecture, is that they will be most 

effective in an enterprise scenario. In particular, it 

require that an office building has a moderately 

dense deployment of stationary desktop computers, 

each of which has connectivity to the wired 

network. 

4.2 IPSec secures the communication channel 

between two authorized machines, and is 

frequently used by VPN software. While these 

techniques are effective in reducing the number of 

attacks from outside the corporate network, they do 

not secure the Wi-Fi network against the other 

attacks. In particular, none of these can detect 

rogue Wi-Fi Devices and DoS attacks on Wi-Fi 

networks. The use of VPNs and IPSec is often not 

sufficient. IDS products usually detect 

compromised machines once the attack is launched, 

and most have a high false positive rate, which 

significantly reduces their usefulness from the 

perspective of a network administrator 

4.3 Some commercial products rely on APs or a 

wireless router for monitoring wireless networks. 

Although cost effective, this approach has several 

limitations. First, a single-radio AP cannot easily 

monitor multiple channels since its primary 

function requires it to spend most of its time on one 

specific channel serving associated clients. Second, 

the APs usually have limited CPU power and 

memory resources, so polling them (i.e., issuing 

SNMP queries) too frequently is problematic. Third, 

an AP only provides a view of one end of the 

wireless communication, so an AP-based solution 

cannot be used to detect problems such as RF holes 

or excessive interference that primarily affect the 

client end of the communication. Finally, 

monitoring the network from an AP alone does not 

provide comprehensive coverage. 

4.4 A Proxy Server acts as an intermediary 

between websites and web browsers. Web browsers 

are configured to use a proxy server instead of 

accessing websites directly on the internet. A proxy 

server acts as a middleman between two networks. 

One network is typically the public Internet, the 

other is often group of client computers sharing a 

single Internet connection. The primary remaining 

uses of a proxy server are to protect the privacy of 

systems behind the server, and to speed up Internet 

access through caching. A network can be 

configured so that the only way to reach the 

Internet is through a proxy server that allows only 

authorized users who have an account. But, It 

secures the WI-Fi network only upto 5-10%. 

4.5 IEEE helped in securing the wireless 

networks by providing the basic measures for 

securing wireless network and it also provide CIA 

factors by disabling SSID, use of MAC i.e. Media 

Access Control address filtering and WPA/WPS 

protection mechanism. The recent developments in 

computer technology and software developments 

notice that these mechanisms have network 

vulnerable attack. So, due to these vulnerabilities 

WiMax standards comes into existence, for solving 

the shortcomings of 802.11 wireless networks. 

WiMax is the new advancement in the wireless 

network. WiMax is still undergoing development 

and still the securing problems are not being 

decreased by WiMax technology. It also has some 

drawbacks like it lack mutual authentication and is 

suspected to relays attacks, spoofing of MAC 

address of IEEE Standard. 

5. Conclusion 

WI-FI networks are growing day by day. The new 

challenges or we can say the security risks are also 

increases day to day. There are many problems 

occurred due to insecurity of WLAN networks. 

Many terrorists’ attacks occur in Mumbai, Delhi & 

in many other areas of world by hacking the 
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wireless networks. Also, Many research is occur in 

this area but there is no technology developed until 

now which provide 100% security or near about it. 

The technologies or protocols such as proxy server, 

DAIR framework, WiMaX protocol, etc, many 

other protocols or solutions but every technology 

has its own deficiencies. WiMaX is the recent 

technology in Wi-Fi security. Researchers are 

searching for the best protocol which provide 

security as much as possible without affecting the 

performance of the network. 
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